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Examples of
personal and

sensitive
data

How can i keep
my personal

data safe
during online

learning? 

HOW?
How will the data be processed? Will it be backed up
and secure? 

WHAT?
What kind of data is being requested? Is it relevant
and necessary?

Before you provide your personal data online,
ask yourself the following questions:  

WHO?
Who is accountable for processing your data?

WHY?
Why do they need this data? 

What does Personal Data mean? 

Personal Data are different pieces of information
about you that make up your identity. Your personal
data can be any piece of information that someone
can use to identify you.  For example, your name  &
surname,  address, phone number, age, email etc.

Your Sensitive Data is a special category of personal
data that needs extra protection while you are
learning online.  If your sensitive data becomes
exposed to the wrong hands then you can be placed
in danger. 

It is important to learn the difference between
personal and sensitive data so you know what type of
information is safe to share online. 

Why should I keep my
data private and safe?

Steal your identity 
Blackmail you  or your parents in exchange for money
Impersonate you and use your credit card for theft
Use your sensitive data against you through
cyberbullying 

Personal data are extremely powerful in today's
business world and attract hackers and other
cybercriminals from all over the world.

Cybercriminals might use your personal data to: 

FOR HOW LONG?
For how long will they keep you data? 

Disable the feature that stores passwords on the
accounts you use and avoid saving your login
information
Make sure you don’t leave your device
unattended with sensitive information on the
screen
Avoid entering sensitive information into a public
computer
Make sure the websites you use using are
encrypted. Encrypted websites include https at
the beginning of their URL. 

      e.g. https://nameofwebsite.com



Things to keep in
mind when using

Public Wi-Fi

Use at least eight characters or more

Use a mix of uppercase letters, lower

case letters, numbers and symbols (*/&). 

If you only include one symbol in your

password then don’t make it the first or

last character in your password.

Don't include any type of personal

information like names and birthdays. 

 

How do I

protect

passwords

from being

hacked? 

How can I keep my
devices safe?

Keep your browsers and software updated! Accept all update
prompts and turn on automatic updates wherever available. 
Install anti-virus software and set it up to scan the computer
at least once a week.
Clear your browsing history and log out of all your
accounts before shutting down your device. Avoid leaving
behind a record of login IDs, passwords, banking information, or
other sensitive data. 
Disable your location services. The majority of apps, networks,
and devices have geotagging features which make your location
public and can lead someone directly to you. 

While you are using public Wi-Fi you can easily become
exposed to many dangers. For example, it is easier for
hackers to identify your passwords, access your device
and steal your personal and sensitive data.  

Avoid using Wi-Fi networks that do not ask you to
enter a password. This means that they are not
secure. 
Turn off Bluetooth and file sharing in public places.
Turn off the feature on your device which allows
auto-connect to Wi-Fi hotspots. 
Do not open or send sensitive data if you are using
a public wifi. 

Tips: 

How do I create a
strong passowrd?

Don’t click on links or attachments in

suspicious messages. 

Don’t share passwords with other people

Avoid using public Wi-Fi

Don't write your password on post-it notes 

Avoid using the same password on multiple

accounts

Change passwords regularly. 



Remember: 

Only post information that you are comfortable with others seeing. Once content
has been shared it stays on the Internet forever. Sharing intimate pictures is risky,
even if you trust the person you’re sending them to. The person might screenshot
your photo and have a copy of it even if you decide to delete it afterward. 

Practice good digital citizenship. Your online behavior is just as important as your
offline behavior. Online environments are an extension of our real life, and the
same basic rules apply, such as treating others with respect. 

Be critical! Not everyone is who they say they are on the internet, and what they
say may not always be true. 

It is ok to make mistakes. If you find yourself in a difficult situation online,  make
sure you let your teachers or parents know so you can resolve the issue
together. 

 


